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Guidelines on processing of personal data through video devices 
 
The European Data Protection Board has adopted guidelines on processing of personal data through 
video devices.  
 
Scope  
Systematic automated monitoring of a specific space by optical or audio-visual means, mostly for 
property protection purposes, or to protect individual´s life and health, has become a significant 
phenomenon of our days. This activity brings about collection and retention of pictorial or audio-
visual information on all persons entering the monitored space that are identifiable on basis of their 
looks or other specific elements. Identity of these persons may be established on grounds of these 
details. It also enables further processing of personal data as to the persons´ presence and behaviour 
in the given space. The potential risk of misuse of these data grows in relation to the dimension of 
the monitored space as well as to the number of persons frequenting the space. This fact is reflected 
by the General Data Protection Regulation in the Article 35 (3) (c) which requires the carrying out of a 
data protection impact assessment in case of a systematic monitoring of a publicly accessible area on 
a large scale, as well as in Article 37 (1) (b) which requires processors to designate a data protection 
officer, if the processing operation by its nature entails regular and systematic monitoring of data 
subjects. 
 
However, the Regulation does not apply to processing of data that has no reference to a person, e.g. 
if an individual cannot be identified, directly or indirectly. 
 
Example: The GDPR is not applicable for fake cameras (i.e. any camera that is not functioning as a 
camera and thereby is not processing any personal data).  
 
Example: Recordings from a high altitude only fall under the scope of the GDPR if under the 
circumstances the data processed can be related to a specific person. 
 
Example: A video camera is integrated in a car for providing parking assistance. If the camera is 
constructed or adjusted in such a way that it does not collect any information relating to a natural 
person (such as licence plates or information which could identify passers-by) the GDPR does not 
apply. 
 
Household exemption 
 
The processing of personal data by a natural person in the course of a purely personal or household 
activity, which can also include online activity, is out of the scope of the GDPR. 
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In the context of video surveillance this provision must be narrowly construed. Hence, as considered 
by the European Court of Justice, the so called “household exemption” must “be interpreted as 
relating only to activities which are carried out in the course of private or family life of individuals, 
which is clearly not the case with the processing of personal data consisting in publication on the 
internet so that those data are made accessible to an indefinite number of people”. Furthermore, if a 
video surveillance system, to the extent it involves the constant recording and storage of personal 
data and covers, “even partially, a public space and is accordingly directed outwards from the private 
setting of the person processing the data in that manner, it cannot be regarded as an activity which is 
a purely ‘personal or household’ activity for the purposes of the second indent of Article 3(2) of 
Directive 95/46”. 
 
What regards video devices operated inside a private person’s premises, it may fall under the 
household exemption. It will depend on several factors, which all have to be considered in order to 
reach a conclusion. Besides the above mentioned elements identified by ECJ rulings, the user of 
video surveillance at home needs to look at whether he has some kind of personal relationship with 
the data subject, whether the scale or frequency of the surveillance suggests some kind of 
professional activity on his side, and of the surveillance’s potential adverse impact on the data 
subjects. The presence of any single one of the aforementioned elements does not necessarily 
suggest that the processing is outside the scope of the household exemption, an overall assessment 
is needed for that determination. 
 
Example: A tourist is recording videos both through his mobile phone and through a camcorder to 
document his holidays. He shows the footage to friends and family but does not make it accessible 
for an indefinite number of people. This would fall under the household exemption. 
 
Example: A downhill mountain biker wants to record her descent with an actioncam. She is riding in a 
remote area and only plans to use the recordings for her personal entertainment at home. This 
would fall under the household exemption. 
Example: Somebody is monitoring and recording his own garden. The property is fenced and only the 
controller himself and his family are entering the garden on a regular basis. This would fall under the 
household exemption, provided that the video surveillance does not extend even partially to a public 
space or neighbouring property. 
 
Lawfulness of processing 
Before use, the purposes of processing have to be specified in detail. Video surveillance can serve 
many purposes, e.g. protection of property and other assets, collecting evidence for civil claims. 
These monitoring purposes should be documented in writing and need to be specified for every 
surveillance camera in use. Cameras that are used for the same purpose by a single controller can be 
documented together, as long as every camera in use has a documented purpose. Furthermore, data 
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subjects must be informed of the purpose(s) of the processing. Video surveillance based on the mere 
purpose of “safety” or “for your safety” is not sufficiently specific. It is furthermore contrary to the 
principle that personal data shall be processed lawfully, fairly and in a transparent manner in relation 
to the data subject. 
 
In principle, every legal ground under Article 6 (1) can provide a legal basis for processing video 
surveillance data. For example, Article 6 (1) (c) applies, where national law stipulates an obligation to 
video surveillance. However, in practice, the provisions most likely to be used are: 
 

• Article 6 (1) (f) (legitimate interest). 
• Article 6 (1) (e) (necessity to perform a task carried out in the public interest or in the 

exercise of official authority) 
 
In rather exceptional cases Article 6 (1) (a) (consent) might be used as a legal basis by the controller. 
 
Different grounds for processing personal data 

• Existence of legitimate interests 
Video surveillance is lawful if it is necessary in order to meet the purpose of a legitimate interest 
pursued by a controller or a third party, unless such interests are overridden by the data subject’s 
interests or fundamental rights and freedoms. 
 
Legitimate interests pursued by a controller or a third party can be legal, economic or non-material 
interests. 
 
However, the controller should consider that if a the data subject objects to the surveillance in 
accordance with Article 21 the controller can only proceed with the video surveillance of that data 
subject if it is a compelling legitimate interest which overrides the interests, rights and freedoms of 
the data subject or for the establishment, exercise or defence of legal claims. 
 
Given a real and hazardous situation, the purpose to protect property against burglary, theft or 
vandalism can constitute a legitimate interest for video surveillance. 
 
The legitimate interest needs to be of real existence and has to be a present issue (i.e. it must not be 
fictional or speculative). 
 
A real-life situation of distress needs to be at hand – such as damages or serious incidents in the past 
– before starting the surveillance. In light of the principle of accountability, controllers would be well 
advised to document relevant incidents (date, manner, financial loss) and related criminal charges. 
Those documented incidents can be a strong evidence for the existence of a legitimate interest. 
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Imminent danger situations may constitute a legitimate interest, such as shops selling precious goods 
(e.g. jewellers), or areas that are known to be typical crime scenes for property offences (e. g. petrol 
stations). 
 

• Necessity of processing 
 
Personal data should be adequate, relevant and limited to what is necessary in relation to the 
purposes for which they are processed. Before installing a video- surveillance system the controller 
should always critically examine if this measure is firstly suitable to attain the desired goal, and 
secondly adequate and necessary for its purposes. Video surveillance measures should only be 
chosen if the purpose of the processing could not reasonably be fulfilled by other means which are 
less intrusive to the fundamental rights and freedoms of the data subject. 
 
Given the situation that a controller wants to prevent property related crimes, instead of installing a 
video surveillance system the controller could also take alternative security measures such as fencing 
the property, installing regular patrols of security personnel, using gatekeepers, providing better 
lighting, installing security locks, tamper-proof windows and doors or applying anti-graffiti coating or 
foils to walls. Those measures can be as effective as video surveillance systems against burglary, theft 
and vandalism. 
 
Before operating a camera system, the controller is obliged to assess where and when video 
surveillance measures are strictly necessary. Usually a surveillance system operating at night-time as 
well as outside the regular working hours will meet the needs of the controller to prevent any 
dangers to his property. 
 
In general, the necessity to use video surveillance to protect the controllers’ premises ends at the 
property boundaries. However, there are cases where the surveillance of the property is not 
sufficient for an effective protection. In some individual cases it might be necessary to exceed the 
video surveillance to the immediate surroundings of the premises. In this context, the controller 
should consider physical and technical means, for example blocking out or pixelating not relevant 
areas. 

• Balancing of interests 
 
Fundamental rights and freedoms on one hand and the controller’s legitimate interests on the other 
hand have to be evaluated and balanced carefully. 
The controller needs to consider 1) to what extent the monitoring affects legitimate interests, 
fundamental rights, and freedoms of individuals and 2) if this causes violations or negative 
consequences with regard to the data subject’s rights. In fact, balancing the interests is mandatory. 
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Example: A private parking company has documented reoccurring problems with thefts in the cars 
parked. The parking area is an open space and can be easily accessed by anyone, but is clearly 
marked with signs and road blockers surrounding the space. The parking company have a legitimate 
interest (preventing thefts in the customer’s cars) to monitor the area during the time of day that 
they are experiencing problems. Data subjects are monitored in a limited timeframe, they are not in 
the area for recreational purposes and it is also in their own interest that thefts are prevented. The 
interest of the data subjects not to be monitored is in this case overridden by the controller’s 
legitimate interest. 
 
Example: A restaurant decides to install video cameras in the restrooms to control the tidiness of the 
sanitary facilities. In this case the rights of the data subjects clearly override the interest of the 
controller, therefore cameras can’t be installed there.  
 

• Making case-by-case decisions 
 
The controller has to evaluate the risks of the intrusion of the data subject’s rights; here the decisive 
criterion is the intensity of intervention for the rights and freedoms of the individual. 
Important balancing factors can be the size of the area, which is under surveillance and the amount 
of data subjects under surveillance. The use of video surveillance in a remote area (e. g. to watch 
wildlife or to protect critical infrastructure such as a privately owned radio antenna) has to be 
assessed differently than video surveillance in a pedestrian zone or a shopping mall. 
 

• Data subjects’ reasonable expectations 
Concerning systematic monitoring, the relationship between data subject and controller may vary 
significantly and may affect what reasonable expectations the data subject might have. The 
interpretation of the concept of reasonable expectations should not only be based on the subjective 
expectations in question. Rather, the decisive criterion has to be if an objective third party could 
reasonably expect and conclude to be subject to monitoring in this specific situation. 
 
Signs informing the subject about the video surveillance have no relevance when determining what a 
data subject objectively can expect. 
Disclosure of video footage to third parties  
Disclosure is defined in Article 4 (2) as transmission (e.g. individual communication), dissemination 
(e.g. publishing online) or otherwise making available. Third parties are defined in Article 4 (10). 
Where disclosure is made to third countries or international organisations, the special provisions of 
Article 44 et seq. also apply. 
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Any disclosure of personal data is a separate kind of processing of personal data for which the 
controller needs to have a legal basis in Article 6. 
The transmission of video footage to third parties for the purpose other than that for which the data 
has been collected is possible under the rules of Article 6 (4). 
Example: Video surveillance of a barrier (at a parking lot) is installed for the purpose of resolving 
damages. A damage occurs and the recording is transferred to a lawyer to pursue a case. In this case 
the purpose for recording is the same as the one for transferring. 
Example: Video surveillance of a barrier (at a parking lot) is installed for the purpose of resolving 
damages. The recording is published online for pure amusement reasons. In this case the purpose 
has changed and is not compatible with the initial purpose. It would furthermore be problematic to 
identify a legal basis for that processing (publishing). 
 
A third-party recipient will have to make its own legal analysis, in particular identifying its legal basis 
under Article 6 for his processing (e.g. receiving the material). 
 
Disclosure of video footage to law enforcement agencies 
 
The disclosure of video recordings to law enforcement agencies is also an independent process, 
which requires a separate justification for the controller. 
 
The processing of the controller handing over the data is regulated by the GDPR. If national 
legislation requires the controller to cooperate with law enforcement (e. g. investigation), the legal 
basis for handing over the data is legal obligation under Article 6 (1) ©. 
 
Rights of the data subject 
 
A data subject has the right to obtain confirmation from the controller as to whether or not their 
personal data are being processed. For video surveillance this means that if no data is stored or 
transferred in any way then once the real-time monitoring moment has passed the controller could 
only give the information that no personal data is any longer being processed. If however data is still 
being processed at the time of the request (i.e. if the data is stored or continuously processed in any 
other way), the data subject should receive access and information in accordance with Article 15. 
 
There are, however, a number of limitations that may in some cases apply in relation to the right to 
access. 

• Article 15 (4) GDPR, adversely affect the rights of others 
Given that, any number of data subjects may be recorded in the same sequence of video surveillance 
a screening would then cause additional processing of personal data of other data subjects. If the 
data subject wishes to receive a copy of the material (article 15 (3)), this could adversely affect the 
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rights and freedoms of other data subject in the material. To prevent that effect the controller should 
therefore take into consideration that due to the intrusive nature of the video footage the controller 
should not in some cases hand out video footage where other data subjects can be identified. The 
protection of the rights of third parties should however not be used as an excuse to prevent 
legitimate claims of access by individuals, the controller should instead implement technical 
measures to fulfil the access request (for example, image-editing such as masking or scrambling). 
 

• Article 11 (2) GDPR, controller is unable to identify the data subject 
 
If the video footage is not searchable for personal data, (i.e. the controller would likely have to go 
through a large amount of stored material in order to find the data subject in question) the controller 
may be unable to identify the data subject. 
 
For these reasons the data subject should (besides identifying themselves including with 
identification document or in person) in its request to the controller, specify when – within a 
reasonable timeframe in proportion to the amount of data subjects recorded – he or she entered the 
monitored area. The controller should notify the data subject beforehand on what information is 
needed in order for the controller to comply with the request. If the controller is able to demonstrate 
that it is not in a position to identify the data subject, the controller must inform the data subject 
accordingly, if possible. 
 

• Article 12 GDPR, excessive requests 
 
In case of excessive or manifestly unfounded requests from a data subject, the controller may either 
charge a reasonable fee in accordance with Article 12 (5) (a) GDPR, or refuse to act on the request 
(Article 12 (5) (b) GDPR. The controller needs to be able to demonstrate the excessive or manifestly 
unfounded character of the request. 
 
Right to erasure (Right to be forgotten) 
 
If the controller continues to process personal data beyond real-time monitoring (e.g. storing) the 
data subject may request for the personal data to be erased under Article 17 GDPR. 
 
Upon a request, the controller is obliged to erase the personal data without undue delay if one of the 
circumstances listed under Article 17 (1) GDPR applies (and none of the exceptions listed under 
Article 17 (3) GDPR does). That includes the obligation to erase personal data when they are no 
longer needed for the purpose for which they were initially stored, or when the processing is 
unlawful Furthermore, depending on the legal basis of processing, personal data should be erased: 
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• for consent whenever the consent is withdrawn (and there is no other legal basis for the 
processing) 

• for Legitimate interest: 
• whenever the data subject exercises the right to object and there are no overriding 

compelling legitimate grounds for the processing, or 
• in case of direct marketing (including profiling) whenever the data subject objects to the 

processing. 
 
If the controller has made the video footage public (e.g. broadcasting or streaming online), 
reasonable steps need to be taken in order to inform other controllers (that are now processing the 
personal data in question) of the request pursuant to Article 17 (2) GDPR. The reasonable steps 
should include technical measures, taking into account available technology and the cost of 
implementation. To the extent possible, the controller should notify – upon erasure of personal data 
– anyone to which the personal data previously have been disclosed, in accordance with Article 19 
GDPR. 
 
Right to object 
 
For video surveillance based on legitimate interest (Article 6 (1) (f) GDPR) or for the necessity when 
carrying out a task in the public interest (Article 6 (1) (e) GDPR) the data subject has the right – at any 
time –to object, on grounds relating to his or her particular situation, to the processing in accordance 
with Article 21 GDPR. Unless the controller demonstrates compelling legitimate grounds that 
overrides the rights and interests of the data subject, the processing of data of the individual who 
objected must then stop. The controller should be obliged to respond to requests from the data 
subject without undue delay and at the latest within one month. 
 
In the context of video surveillance this objection could be made either prior to entering, during the 
time in, or after leaving, the monitored area. In practice this means that unless the controller has 
compelling legitimate grounds, monitoring an area where natural persons could be identified is only 
lawful if either 
 
 (1) the controller is able to immediately stop the camera from processing personal data when 
 requested, or 
 (2) the monitored area is in such detail restricted so that the controller can assure the 
 approval from the data subject prior to entering the area and it is not an area that the data 
 subject as a citizen is entitled to access. 
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Example: A company is experiencing difficulties with security breaches in their public entrance and is 
using video surveillance on the grounds of legitimate interest, with the purpose to catch those 
unlawfully entering. A visitor objects to the processing of his or her data through the video 
surveillance system on grounds relating to his or her particular situation. The company however in 
this case rejects the request with the explanation that the footage stored is needed due to an 
ongoing internal investigation, thereby having compelling legitimate grounds to continue processing 
the personal data. 
 
Transparency and information obligations 
 
In light of the volume of information, which is required to be provided to the data subject, a layered 
approach may be followed by data controllers where they opt to use a combination of methods to 
ensure transparency. Regarding video surveillance the most important information should be 
displayed on the warning sign itself (first layer) while the further mandatory details may be provided 
by other means (second layer). 
 
First layer information (warning sign) 
 
The first layer concerns the primary way in which the controller first engages with the data subject. 
At this stage, controllers may use a warning sign showing the relevant information. The displayed 
information may be provided in combination with an icon in order to give, in an easily visible, 
intelligible and clearly readable manner, a meaningful overview of the intended processing . The 
format of the information should be adjusted to the individual location. 
 

• Positioning of the warning sign 
 
The information should be positioned at a reasonable distance from the places monitored in such a 
way that the data subject can easily recognize the circumstances of the surveillance before entering 
the monitored area (approximately at eye level). It is not necessary to specify the precise location of 
the surveillance equipment as long as there is no doubt, as to which areas are subject to monitoring 
and the context of surveillance is to be clarified unambiguously. 
 

• Content of the first layer 
 
The first layer information (warning sign) should generally convey the most important information, 
e.g. the details of the purposes of processing, the identity of controller and the existence of the rights 
of the data subject, together with information on the greatest impacts of the processing. This can 
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include for example the legitimate interests pursued by the controller (or by a third party) and 
contact details of the data protection officer (if applicable). It also has to refer to the more detailed 
second layer of information and where and how to find it. 
  
Second layer information 
 
The second layer information must also be made available at a place easily accessible to the data 
subject, for example as a complete information sheet available at a central location (e.g. information 
desk, reception or cashier) or displayed on an easily accessible poster. As mentioned above, the first 
layer warning sign has to refer clearly to the second layer information. In addition, it is best if the first 
layer information refers to a digital source (e.g. QR-code or a website address) of the second layer. 
However, the information should also be easily available non-digitally. In any case, it must be 
possible to access the second layer information without entering the surveyed area. This can be 
achieved for example by a link or any other appropriate means like a phone number that can be 
called. It must contain all other information that is mandatory under Article 13 GDPR. 
 
Storage periods and obligation to erasure 
 
Personal data may not be stored longer than what is necessary for the purposes for which the 
personal data is processed. In some member states, there may be specific provisions for storage 
periods with regards to video surveillance in accordance with Article 6 (2) GDPR.  
 
Whether the personal data is necessary to store or not, should be controlled within a narrow 
timeline. In general, legitimate purposes for video surveillance are often property protection or 
preservation of evidence. Usually damages that occurred can be recognized within one or two days. 
The personal data should in most cases (e.g. for the purpose of detecting vandalism) be erased, 
ideally automatically, after a few days. The longer the storage period is set (especially when beyond 
72 hours), the more argumentation for the legitimacy of the purpose and the necessity of storage has 
to be provided. If the controller uses video surveillance not only for monitoring its premises but also 
intends to store the data, the controller must assure that the storage is actually necessary in order to 
achieve the purpose. If so, the storage period needs to be clearly defined and individually set for 
each particular purpose. It is the controller’s responsibility to define the retention period in 
accordance with the principles of necessity and proportionality and to demonstrate compliance with 
the provisions of the GDPR. 
 
Example: An owner of a small shop would normally take notice of any vandalism the same day. In 
consequence, a regular storage period of 24 hours is sufficient. Closed weekends or holidays might 
however be reasons for a longer storage period. If a damage is detected he may also need to store 
the video footage a longer period in order to take legal action against the offender. 
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Technical and organisational measures 
 
Data controllers should adopt internal framework and policies that ensure organizational and 
technical measures implementation both at the time of the determination of the means for 
processing and at the time of the processing itself, including the performance of data protection 
impact assessments when needed. 
 
Overview of video surveillance system 
 
A video surveillance system (VSS) consists of analogue and digital devices as well software for the 
purpose of capturing images of a scene, handling the images and displaying them to an operator. Its 
components are grouped into the following categories: 

• Video environment: image capture, interconnections and image handling 
the purpose of image capture is generation of an image of the real world in such format that it can be 
used by the rest of the system 
 - interconnections describe all transmission of data within the video environment, i.e. 
  connections and communications. Examples of connections are cables, digital  
  networks, and wireless transmissions. Communications describe all video and control 
  data signals, which could be digital or analogue 
 - image handling includes analysis, storage and presentation of an image or a  
  sequence of images 
 

• From the system management perspective, a VSS has the following logical functions: 
 
 - data management and activity management, which includes handling operator 
  commands and system generated activities (alarm procedures, alerting operators) 
 - interfaces to other systems might include connection to other security (access  
  control, fire alarm) and non-security systems (building management systems,  
  automatic license plate recognition) 
 
VSS security consists of system and data confidentiality, integrity and availability 
 
 - system security includes physical security of all system components and control of 
  access to the VSS 
 - data security includes prevention of loss or manipulation of data 
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Organisational measures 
 
Apart from a potential DPIA needed, controllers should consider the following topics when they 
create their own video surveillance policies and procedures: 
 

• Who is responsible for management and operation of the video surveillance system 
• Purpose and scope of the video surveillance project 
• Appropriate and prohibited use (where and when video surveillance is allowed and 

where and when it is not; e.g. use of hidden cameras and audio in addition to video 
recording) 

• Transparency measures (Transparency and information obligations) 
• How video is recorded and for what duration, including archival storage of video 

recordings related to security incidents 
• Who must undergo relevant training and when  
• Who has access to video recordings and for what purposes 
• Operational procedures (e.g. by whom and from where video surveillance is monitored, 

what to do in case of a data breach incident)  
• What procedures external parties need to follow in order to request video recordings, 

and procedures for denying or granting such requests 
• Procedures for VSS procurement, installation and maintenance 
• Incident management and recovery procedures. 

 
Technical measures 
 
System security means physical security of all system components, system integrity i.e. protection 
against and resilience under intentional and unintentional interference with its normal operations 
and access control. Data security means confidentiality (data is accessible only to those who are 
granted access), integrity (prevention against data loss or manipulation) and availability (data can be 
accessed when it is required). 
 
Physical security is a vital part of data protection and the first line of defence, because it protects VSS 
equipment from theft, vandalism, natural disaster, manmade catastrophes and accidental damage 
(e.g., from electrical surges, extreme temperatures, and spilled coffee). In case of an analogue based 
systems, physical security plays the main role in their protection. 
 
System and data security, i.e. protection against intentional and unintentional interference with its 
normal operations may include: 

• Protection of the entire VSS infrastructure (including remote cameras, cabling and power 
supply) against physical tampering and theft 
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• Protection of footage transmission with communication channels secure against 
interception 

• Data encryption 
• Use of hardware and software-based solutions such as firewalls, antivirus or intrusion 

detection systems against cyber attacks 
• Detection of failures of components, software and interconnections 
• Means to restore availability and access to the system in the event of a physical or 

technical incident. 
 
Access control ensures that only authorized people can access the system and data, while others are 
prevented from doing it. Measures that support physical and logical access control include: 

• Ensuring that all premises where monitoring of video surveillance is done and video 
footage is stored are secured against unsupervised access by third parties 

• Positioning monitors in such a way (especially when they are in open areas, like a 
reception) so that only authorized operators can view them 

• Procedures for granting, changing and revoking physical and logical access are defined 
and enforced 

• Methods and means of user authentication and authorization including e.g. passwords 
length and change frequency are implemented 

• User performed actions (both to the system and data) are recorded and regularly 
reviewed. 

• Monitoring and detection of access failures is done continuously and identified 
weaknesses are addressed as soon as possible. 


